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1
Decision/action requested

This document proposes the security requirements for 5G ProSe direct discovery to the Clause 6.1 of the TS 33.503 “Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS) (Release 17)” . SA3 is kindly requested to approve this document.
2
References

 [1]
3GPP TS 33.503, v 0.1.0. “Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS) (Release 17)”

3
Rationale

This contribution proposes the security requirements for 5G ProSe direct discovery to the Clause 6.1 of the TS 33.503 “Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS) (Release 17)”.

4
Detailed proposal

***
BEGIN OF CHANGE
***
6.1
Security for 5G ProSe Direct Discovery


6.1.1
General

6.1.2
Security requirements
For the direct discovery, the following security requirements apply: 

The discovery messages in open discovery shall support integrity protection and replay protection.

The discovery messages in restricted discovery shall support confidentiality protection, integrity protection, and replay protection.

The entity which receives a restricted discovery message on the PC5 interface shall be able to verify the source authenticity. 
6.1.3
Security procedures





***
END OF CHANGE
***

